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Overview: Mastercard Anti-Money Laundering and Sanctions 

New Applicant Due Diligence Standards  

1. Mastercard is committed to helping thwart the money laundering efforts of terrorists and other criminals. In 

accordance with Section 352(a) of the USA PATRIOT ACT, and other global regulatory regimes, Mastercard 

maintains an Anti-Money Laundering (AML) compliance program (“Program”) that uses a risk-based approach 

to prevent the Mastercard network from being used to facilitate money laundering, the financing of terrorist 

activities, or violation of applicable economic sanctions. 

2. As part of the AML Program to safeguard the Mastercard network, each entity (“Applicant”) seeking a 

Mastercard license must provide Know Your Customer “KYC” information used to conduct due diligence on 

the entity and its beneficial owners.  This enables Mastercard to assess the risk the Applicant poses to the 

network, and what, if any, measures could be put in place to mitigate the risk.  In some instances, an Applicant 

may be denied a license because the risk appears too significant to be effectively mitigated, or there may be 

a prohibition from conduction business with certain Applicants based on government sanctions.    

3. An example of red flags, which may give rise to a denial of an application may include, but is not limited to: 

3.1. Applicant and/or beneficial ownership or management has a history of regulatory violations, including 

violations for money laundering, terrorist financing, or sanctions; 

3.2. Adverse media indication significant allegations of criminal conduct or other behavior impacting 

reputation; and  

3.3. Prior Mastercard compliance violations or license terminations by parties related to Applicant; 

4. In addition to satisfying KYC requirements.  An Applicant must also demonstrate they have an adequate AML 

and Sanctions Program in place to prevent the Mastercard network from being used to facilitate money 

laundering, the financing of terrorist activities, or violation of applicable economic sanctions.  An Applicant is 

required to support the existence of, but not limited to: 

4.1. Documented policy and corresponding procedures; 

4.2. Organization chart indicating compliance staff with AML and Sanctions responsibilities; 

4.3. Screening capability covering relevant government watchlists, include the U.S. OFAC lists; 

4.4. AML and Sanctions training for individuals responsible for Mastercard Activity; and 

4.5. Independent review of AML and Sanctions program on an ongoing basis. 

5. The failure of an Applicant to provide satisfactory evidence will result in a denial of a license.   

6. Mastercard may determine that further information is necessary to determine whether an applicant poses an 

unacceptable risk.  In such event Mastercard may request additional information pertaining to such matters 

as the applicant, the applicant’s activities, its AML procedures and controls, and the identity of its beneficial 

owners, shareholders, directors, and senior executives.  The applicant must fully cooperate in order to be 

considered for a licensee.   

Applicants with additional questions can contact the Mastercard Licensing, Anti-Money Laundering 

Compliance or Global Sanctions Group Teams: 

Email: licensing-europe@mastercard.com 

Email: aml.program@mastercard.com 

Email: trade.sanctions@mastercard.com 
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